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When you think of exciting and important developments 

in energy and energy security, you may think of start-up 

companies working on renewable resources, generating fuel 

out of algae and corn husks, or advanced hybrid engines. 

But some of the most important developments that will have 

the biggest impact on consumers and the nation are already 

happening at our nation’s utilities. Moreover, many of the 

significant advances with the most immediate impact are 

not in the area of how energy is generated and transported, 

but in how it is managed.

Our energy supply is moving from a centralized, producer-

controlled model to one that is decentralized and 

interactive. Communications and networking technologies 

are dramatically improving how we produce, distribute, and 

manage energy, providing consumers and utilities with the 

ability to monitor and manage individual devices in the 

home or office. As Allan Schurr, vice president of strategy 

and development, IBM Global Energy & Utilities Industry 

puts it, “The utility industry is trying to figure out how to 

get smarter. It’s a major dilemma for this industry but the 

change is unstoppable.”1

At the core of this revolution are smart networks that feed 

information to both customers and suppliers. These high 

performance, reliable, and secure networks are helping 

customers control their energy consumption patterns. They 

are providing important data back to suppliers that help 

them supply the right amount of energy to the right places, 

at the right time of day. 

Utility companies are rapidly moving towards this new 

energy future. The American Recovery and Reinvestment 

Act passed in early 2009 opened the door for nearly 500 

utility companies to apply for grants to help deploy the 

smart grid—the termed coined to mark the new era of 

energy communication and efficiency. These advances 

are happening now and will have the most immediate and 

profound impact in reducing energy costs for consumers 

and enhancing the security and reliability of our energy 

future.

1 Greentech Grid, “Smart Grid Round-Up: VC, Quotes, News and Links,” September 
13, 2010
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Here are just a few of those important developments.

Intelligent Multi-channel Communications – Most times, 

getting something right 99.99 percent of the time is a job 

well-done. Unfortunately for the utility industry, 99.99 does 

not always cut it. According to Marzio Pozzuoli, founder and 

CEO of Woodbridge-based RuggedCom, Inc., currently about 

10 percent of electricity consumption requires “six 9s” of 

reliability (99.9999). That number is expected to increase 

to 60 percent by 2020. And by 2020, 10 percent will 

require “nine 9s” of reliability, or an average downtime of 

just 32 milliseconds a year.2 So how can utility companies 

respond? Utilities will only be able to achieve that high 

level of reliability by using multiple communications and 

networking channels that automatically switch based on 

availability, efficiency, and cost. The utility network of the 

future will seamlessly blend multiple wireline, wireless, and 

satellite-based communications technologies to dramatically 

improve grid reliability and efficiency. The result will 

be networks with the following characteristics: Two-way 

communication; pervasive energy network monitoring and 

digital controls; condition-based maintenance; and finally, 

self-monitoring and self-healing—in short, an intelligent, 

highly reliable backbone able to support critical energy 

transmission and distribution.

Distribution Automation – Many utility companies rely on 

phone complaints from customers to discover outages and 

problems along their energy grids. Comparing it to the 

telecom industry, Scott MacDonald, a partner with Emerald 

2 The Star, “Transforming Dumb Network Into Smart Grid,” January 1, 2009
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Technology Ventures, a Montreal-based venture capital firm 

that specializes in energy technologies, says, [The utility 

industry] is in the dark ages.”3 However, a combination 

of network technologies is rapidly changing the current 

state of the industry. Communication points along the grid 

will continually monitor the performance of the grid and 

automatically react and deal with real-time electricity issues 

as they occur. These communication points—which could 

be a substation, a utility pole, or the meter on a consumer’s 

home—will use multiple technologies to communicate with 

management systems. By layering satellite communications 

on top of terrestrial communications, utilities will be able to 

monitor the health and status of a greater number of remote 

distribution elements, allowing automatic and instant 

responses to potential issues. This level of responsiveness 

translates into dramatically reduced outage times, reduces 

operational and maintenance costs, and results in greater 

customer satisfaction. In short, better grid predictability and 

quicker issue response will be more efficient, reliable, and 

cheaper.

Substation Automation – Power substations will be 

intelligent. Equipped with multiple communication 

technologies, power substations will communicate through 

the network to alert headquarters to anything from increased 

voltage loads, to overheating, to mechanical or physical 

disturbances. These intelligent, automated substations 

will predict impending faults and automatically reroute 

electricity through other parts of the grid. Substations 

will, in effect, become a true, secure VPN that will meet 

increasingly demanding NERC-CIP requirements. 

Smart Metering I – Achieving a true nationwide smart 

grid means equipping some 142 million homes with 

smart meters that securely track each home’s energy use. 

According to Pike Research, American utility companies 

are expected to replace about half of their roughly 120 

million electricity meters with smart meters by 2015.4 

Once deployed, these meters will communicate securely in 

real-time, with each other, to devices within the home, and 

ultimately to energy management systems to track trends 

and anticipate demand requirements. This will translate into 

delivering the right supply of power at just the right time, 

and with the lowest prices for consumers. 

Smart Metering II – Home networks will allow appliances 

to communicate with smart meters enabling reporting of 

consumption and demand on a per-appliance basis. This 

will allow customers to understand energy consumption on 

a granular basis and adjust their usage behaviors, putting 

control of costs in their hands. In-home devices will be user-

friendly, and look and feel like popular, modern consumer 

technology. Currently, as Will West, CEO of Control4 

points out, “70 percent of consumers with programmable 

thermostats don’t use them even though they could save 

significant money. Any new device has to be incredibly easy, 

convenient, and interactive to keep consumers engaged.” 

Patrick James, director of smart grid technologies for 

TXU Energy, adds to that saying, “Bills don’t go down 

automatically just because you have a smart grid. The 

customers have to do something. [We need] something that 

everyone can use so they can reap the benefits of the smart 

3 The Star, “Transforming Dumb Network Into Smart Grid,” January 1, 2009
4 Pike Research, “Smart Meters,” November 9, 2009
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grid.”5 With user-friendly devices and an educated public, 

utility companies will have a better sense of who used 

what amount of energy and when, meaning more targeted 

distribution, and ultimately higher energy efficiency across 

the grid.

Distributed Generation – As more power saving and power 

generation devices appear in the home—from solar panels 

to electric cars—the smart grid will be able to continually 

adjust, enabling some home meters to run ‘backwards’ and 

get credit for contributing and generating power back to the 

grid. Much like cloud computing, smart metering will allow 

the home to be a power station.

An ‘Always Connected’ Workforce – Utility repair trucks will 

be connected to the central office not just by traditional 

cell phones, but with GPS tracking and high-speed satellite 

VPN connections. Satellite broadband connectivity is 

available nationwide, even where wireless coverage is either 

nonexistent or spotty. When outages occur, crews will know 

exactly where equipment and service skills are available to 

quickly address outages and service issues. By filling gaps 

and making communications ubiquitous, repairs will be 

addressed more quickly and less expensively—even in hard-

to-reach locations. By getting the right person (and truck) to 

the right place at the right time with the right equipment, 

utilities will save time, money, and energy.

‘On The Spot’ Telerepair – Through their 24/7 high speed 

mobile network connections, service professionals will be 

able to transmit data, photos and videos ‘on the spot.’ 

This will make it easier for crews to share information with 

headquarters and technical staff so that problems are 

quickly diagnosed and power is restored in the quickest, 

most cost-effective manner. 

Mobile Inventory Management – Utility professionals will 

operate ‘intelligent’ service vehicles. Dispatchers will 

know in real-time which service vehicles have the right 

parts, technical equipment, and tools that are required for 

a specific service call. Service teams and their vehicles 

will be (re)routed in real time to minimize trips back to 

headquarters and dramatically improve response times. This 

will save time, money, and energy costs.

Hughes is currently working with several companies in the 

utility industry to make this smart communications network 

a reality as the smart grid evolves. Through the use of 

existing technologies, development of new applications, and 

installation of integrated, multi-technology networks, we 

are working with utilities companies to usher in the utility 

company of the future. By applying existing communications 

and networking technologies to the current energy utilities 

infrastructure, Hughes is helping build a new era of more 

efficient, more reliable, and less costly energy for us all.

5 Greentech Grid, “Smart Grid Round-Up: VC, Quotes, News and Links,” January 18, 
2010


